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Annotation: In computer networks, security is one of the most important aspects of
protecting a network from various attacks. Especially in wireless networks, safety Can prevent
unauthorized data access as well as save systems from potential threats. Security protocols in
wireless networks help ensure the security process. Many protocols are designed to provide wireless
network security that includes wired equivalent privacy (WEP) protected Wi-Fi access (WPA) and
Protected Wi-Fi 2 access (WPAZ2). In this research This document discusses well-known wireless
network security protocols, i.e. Wired Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA)
and Wi-Fi Protected Access (WPAZ2), providing comparative analysis in terms from strengths and
weaknesses from each protocol. AT adding to the one, that, in paper evaluates each protocol in
terms from authentication as well as encryption mechanisms as well as recommends in best wireless
safety protocol per a corporate network, which the helps in net from unauthorized attacks.

Keywords: wireless network security protocols, wired equivalent protocol (WEP), secure Wi-
Fi access (WPA), Wi-Fi Protected Access 2 (WPAZ2).

1. Introduction

Wireless network is the most common type a network in which computers and network equipment
related without using cables per exchange Information. The wireless network uses high frequency
radio waves to connect spoof, 2.4GHz and 5GHzthe two main frequency bands used in the 802.11
standard. Wireless network. This type of network will be the best net solution per small firms.

Basic component from in wireless net are routers, access points, as well as wireless computers.
Unlike a wired network, a wireless network will able to give net Services to near, nearby devices, as
The range of a wireless network is limited compared to wired network. Wireless networks are
divided into specialized and infrastructure networks. All wireless nodes are related to en Access dot
or centralized Unit ismin Ad hawk or peer-to-peer net. All in computers/nodes will be able to
communicate directly and share the data. However, for communication efficiently, the number of
nodes should be limited [36- 39].

On the in Another hand, a Unmarried access dot will promoteall wireless nodes for communication
and data exchange and resources. This type of network is suitable for small and medium-sized
businesses because they are not needed huge effort to set up the entire network using wired MASS
MEDIA. Wireless networks are very vulnerable to security threats, as in data is broadcast using a
wireless average. Both interior as well as external threats are more in in wirelessnet, as anyone who
breaks in wireless safety will to be able to access in net. Scoundrel Access Dot is one common
security threats for this type of network. This access dot is No law, allowing other (outside
business) to access business resourceswithout permission from the network administrator. This type
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of from access dot is mostly installed per exchange Internetservices with nearby people without the
knowledge network administrators. Denial of Service is also one of the general security threats to
wireless networks. BUT a large number of requests are sent to the access point once, which will
slow down or stop the service network equipment [32-35] [40-43]. This article is abouton the in
safety protocols from wireless networks, descriptionin safety protocols as well as in efficiency from
these protocols.

2. Security Protocols

AT this is chapter, researchers have discussed in common security protocols. those. WEP, WPA
and WPA 2 per wireless networks.

2.1. WEP (Wired Equivalent Protocol)

WEP (wired Equivalent protocol) is a wireless a security protocol introduced and ratified by the
IEEE. Both the IEEE 802.11 and IEEE 802.11i standards contain description from this is protocol;
bye IEEE 802.11i introduced a more advanced security mechanism for this protocol using existing
security measures [1]. The main reason for introducing this protocol is to provide encryption of data
transmitted by network devices [2].

2.1.1. Story

Ron Rivest first developed this protocol in 1987. However, it was implemented in 1997 on IEEE as
well asdesignated as the IEEE 802.11 protocol [3]. Until 2005 this protocol was in most wide used
protocol per enterprises as well as faces. Most from in net components have a default configuration
With this is protocol. FROM 2001 several weak sides we identified in this is protocol on
cryptanalysts, which the introduced a newwireless network security protocol [four].

In 2005, the FBI demonstrated the weakness of this protocol by cracking the encrypted key in less
than 3 minutes [2], [5]. Since then, the IEEE has stated that WEP is a legacy protocol, while WPA
and WPA2 are getting more popular in wireless safety. As per in safety from in users, most devices
will display a warning message when in user trying to use this is protocol service. However, this is
the protocol is still used where security is not essential.anxiety.

2.1.2. Authentication

According to [6], IEEE 802.11 defines an open systemand WEP authentication with a shared key.
In an open system authentication, there will be no protection on the network mechanism to prevent
unauthorized access. AT Another In other words, anyone can join the network without restrictions.
Figure one shows WEP authentication process.

Auth Request

Auth Challenge

Wireless Device Auth Response E(C, K)> \zfireles; -
Access Poin

Auth Sucess

-
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Figure 1. WEP authentication [7].

By scanning in wireless signals, in wireless computer/hosts will be able to find wireless access dot
by defining SSID belonging wireless access dot. SSID is a broadcast access name. dot. First the
wireless computer/node will send authentication request next what in access dot will Send random
128 bit text to wireless device.

The wireless device will encrypt random text, using a pre-configured key on the device. encrypted
text will to be sent to in access dot. then in access dotwill decrypt the text using its preconfigured. So
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be it compare the original text and the decrypted text, and if it matches, access will be granted to the
brainless device. Then the access point will send replay with permission message to in wireless
device [6], [7].

2.1.3. Encryption - Rivest Cipher four

Encryption algorithm used in this is protocol is RC4 (Rivest Cipher 4) stream cipher. According to
[2], thisa stream cipher cryptographic engine what allows encryption of network traffic. The RC4
stream cipher was used to ensure the confidentiality of data packets, while the CRC-32 checksum is
used to check the integrity data [3]. Using these two encryption algorithms, the data is Well
protected during Transmission. Due to in promotion from in technology, in encryption algorithm
used in this is protocol provides a flaw from safety to the network and data. To overcome this
problem, in temporal Key Honesty Protocol was presented, which the provides a wrapper to in
WEP protocol.

2.1.4. Key

According to [1], one key is common to all in net devices, which the is mentioned to as Root Key
(RK). In most cases, one key will be used. However, in exceptional cases, more than four keys will
be used. 40 bit keys are used in in standard version from this is protocol. advanced version uses a
104 bit key, byesome manufacturers implement this protocol in their devices having a 232-bit key
Strengthen in encryption.

2.1.5. Strengths

It is well known that the impact of security protocol per broadcast in data above in wireless the
network is huge. Attackers must do some an effort in order to break in encryption from WEP. Not
each user will to be able to hack in wireless net as well as accessin resource to in data will to be
protected to a definite level.

2.1.6. Weak sides

There is a high degree of data and data manipulation. loss in WEP because the pre-shared key can
be easily decoded capture in data. honesty from in data cannot be guaranteed. In addition, key
management is also problem because it doesn't maintain a proper keymap leading use the same key
for a longer period [8]. Poor key control unprotected to a high the threat to WEP networks. In
addition to key management, the size the key is small, which provides no security data packages.
40-bit key is not enough to provide adequate network security [9]. small key opens up WEP
networks for attackers to implement rude power attack.

Furthermore, in same initialization vector is Existence usedin this protocol, allowing an attacker to
decrypt withoutusing in encryption key. call-response the scheme used in the public key is a serious
problem in WEP authentication process. No protection against packet tampering while data packets
can be tampered withusing third party Applications as well as injected in in net [ten].

2.1.7. Attacks / Heals

Most general attack per WEP is Keorek Chopchop attack, in which the attacker attempts to decrypt
the last bytes of the plaintext using a 128-bit packet by net. AT this is attack, in attacking changes in
captureddata packet with its values and sends it back to wireless access dot [eleven]. If a in intruder
assume is correct, the wireless access point will receive the data package. This attack is very likely
because possibility from guessing in last byte from in encrypted data encrypted in in data
Transmission. Other type of from general attack is Bittu Fragmentation attack. This type of attacks
are commonly referred to as fragmentation attacks, where in attacking trying to find in key stream
length afterhaving in key stream [ten].
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2.2 WiFi _ Protected Access (WPA)

WiFi (WPA) is a wireless safety protocol introduced on Alliance to surpass insafety loopholes faced
in in WEP protocol. This protocol was introduced in 2003, and until now this protocol used in many
devices to secure the Witless network. This protocol is a subset of 802.11i and is intended to give
safety to all versions from 802.11 devices, including 802.11a, 802.11b and 802.11g. WPA uses
basic principle of WEP, however, it improves its security Problems on providing improvements in
safety Problems from authentication and data integrity.

2.2.1. Story

Since security analysts have discovered weaknesses in WEP protocol, there is a high demand for
improved protocol. WAP is No a new protocol as it is en improvement per WEP protocol. Wi-Fi
Alliance developed WAP in 2003 on adding a safety layer to in WEP protocol. Wi-Fi Alliance is a
non-commercial International Association established to carry outside research work Work Related
to net securities. limitations in WEP protocol result when the Alliance introduced a new protocol in
2003 [12]. AT 2004 WEP protocol was announced en outdated safety protocol for wireless
networks, and it has been replaced by WPA, which is more secure and has more security algorithm.
So the essential change in this protocol is message honesty Check to check in data packages
between in client and wireless access dot [13].

2.2.2. Authentication

Another authentication process is used per two versions from WPA protocol. Per WPA Private,
FSK authentication was used. On the other hand, EAP authentication is used for WPA Enterprise
[fourteen]. RADIUS is used to safe extensive networks on security centralized control through
access control. As there no centralized authentication server in small offices (SOHO) shared key is
used for security to in net, possibility in users to get access on providing a password or a key
[fifteen]. expandable The Authentication Protocol (EAP) is the protocol used client during in
authentication process. authentication components in this is protocol are in Client, Access point
(AP) and network access server (NAS). three entities model was originally developed to use Point-
to-Point Protocol (PPP) connections on a modem and local District networks [16].
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Figure 2. WPA Authentication uses NAS
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AT this is model, in client receives access to in netthrough a network access server on the network.
Whenthe client is trying to connect to the access point, the requestwill be redirected to the network
access server access point. The NAS initially blocks access to the client, and after checking the
NAS client authentication will decide to grant permission or no. NAS act as broker between in
client as well as in access dot [17].Figure 2 shows WPA authentication uses US.

2.2.3. Encryption - Temporal Key IntegrityProtocol

The TKIP algorithm acts as a wrapper for the old WEP. algorithm that makes WEP more secure
without fixing WEP security flaws. According to [6], TKIP it's a cipher suite, addition to WEP
protocol on advanced RSNA hardware. Through temporary Key Hash (TKH) function, integrated
WEP devices will to be more secured above in wireless net communication. In connection with the
introduction of CCMP TKIP was considered a short term solution because CCMP more advanced
in WEP security [18]. In addition, after the introduction of CCMP, it became more difficult
calculation slowed down the entire network. There was increasing the size of the data packet, which
makes net more ineffective [19]. Another keys are on condition to do encryption in specified
intervals. Per each ten one thousand data packages, temporal keys are changed. Due to this is key
mechanism, WPA networks are difficult to hack [20]. According to [13], TCIP uses to a packet key
system via a dynamic key mechanism and provides greater network security. Advanced The
encryption standard (AES) is also used as an optional improved security for this protocol. After
encryption keys are generated, a safety examination will to be Performed on setting TKIP.

2.2.4. Key

In WPA, keys are generated during authentication. server, and these keys are verified and certified.
Pre general key (WPA - PSK), usually known as WPA Personal, was used in this protocol. WPA-
PSK uses 128 bit encryption key, which the will to be inadequate tobreak way down. According to
[21], TKIP allows creation 280a trillion possible keys for a data packet, resulting in a sentencestrict
regime key to in client.

2.2.5. Strengths

This protocol prevents forgeries on using in cryptographic message integrity code (MIC).
microphone used to detect errors in data packets. data package May have en error due to in change
from data packages or mistakes in data broadcast. Using in Message Honesty The code, wireless net
will to be secured from that man in in middle attack as well as DoS attacks. AT adding to what,
reproduce attacks are removed with a new initialization vector (IV). In addition, a key relay
mechanism is used to give a new as well as fresh key per data encryption, possibility attackers to
make it harder to break into the network [22].

2.2.6. Weak sides

Pairwise Master Key Implementation (PMK) weak as there is a loophole in Passphrase Choice in
WPA Interface. Also, this is safety protocol is very a lot of unprotected to rude strength attacks.
attacking will try eachpossible permutations for key generation and decryption encrypted message.
Attackers use the file header and others data to compare as well as confirm key in in process from
crack the key. Moreover, the placement of the military-industrial complex seen as another problem.
with combination a brute force attack, MIC can be used for data validation in the decrypted
message [23]. There is a high level of security weakness when changing the security protocol
through firmware updates from WEP to WPA, as in weakness fromWEP will Still exists in WPA in
definite level [13].
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2.2.7. Attacks/ Heals

Introduction of the Beck and Thews attack, several weaknesses in TKIP were identified, which
allowed the attacker to find an easier way to decrypt ARP and alleviate DoS network attack.
Another attack by Ogigashi-Moriya. possible attack to WPA networks. This is en improvement
from Beck as well as Thews attack as time is reduced 15 minutes to 1 minute to inject a fake data
packet to in net. This attack is unprotected to all models from inWPA protocol.

In addition to what, michael attacks and Hole 196 vulnerabilities are also possible on the this is
protocol. Hole 196 VVulnerabilities are a type of man-in-the-middle attack whenthe attacker tries to
manipulate the ARP request and update ARP tables from Another users. Furthermore, a Dictionary
attack is also a general attack on the this is protocol where the attacker tries to gain security key on
using another the words from in dictionary file. A dictionary is a large text file with many different
words. With another characters [24].

2.3 WiFi Protected Access 2 (WPA2)

IEEE 802.11i Wi-Fi Protected Access 2 (WPA2) The standard was developed in 2004 as an
improvement for WPA. Both 802.1X encryption/EAP authentication and This protocol uses PSK
authentication. Majority a significant change in this protocol is the use of Advanced Encryption
standard (AES) for encryption. AES allowsan adequate level of security, ensuring that the current
technology are inadequate to break a WPA2 net.

2.3.1. Story

WPA2 was introduced in June 2004 With in introduction of the IEEE 802.11i standard. How was
WPA introduced as a temporary solution per WEP devices, this is the protocol was entered as
constant/large long solution per wireless net devices. Significant changes we introduced in this is
protocol, especially during the authentication process. Due to TKIP's weakness message integrity
check, more secure algorithm was introduced in WPAZ2, that is CCMP (Counter Mode/CBC-MAC
protocol) [25]. AES encryption was created in October 2000 on, National institute from Standards
and technologies as a replacement for RC4 algorithm. WPAZ is counts in most reliable wireless
safety protocol [27].

2.3.2. Authentication

WPAZ2 uses the same authentication mechanism as in the WPA. Two types of key management
systems: in authentication server as well as in previously published key. pre-shared keys are mainly
used in home and small business, where the authentication server is not needed. For small The
Office Home Office (SOHO) environment will notenough to install an authentication server due to
its complexity and cost. The IEEE 802.11i protocol provides sufficient security to generate and use
a pre-shared key [four].

Whereas, in a big organization, authentication servers are used. 802.1x key generation protocols
used to generate matching paired master keys (PMKSs). On the both hand, that is Petitioners as well
as in server sides. Whenever a client tries to connect to an access point four types of 128-bit
temporary keys are generated. These keys are data encryption key, a data honesty key, Encryption
with EAPOL key and EAPOL key integrity key [28].

2.3.3. Encryption

WPAZ2 uses Advanced Encryption Standard (AES) algorithm per encryption as well as decryption,
appeal bothdata Confidentiality as well as honesty in in net. AES symmetric key algorithm allows in
use from in same key for encryption and decryption [29]. AES is considered the most secure block
cipher as it uses a minimum of 128 bits key as well as text blocks what do algorithm safe. AES
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chopper is mainly matched with durable and sophisticated cryptographic algorithm, that is Counter
Mode Cipher Block chain message authentication code protocol, known simply as the CMM mode
protocol. Here, counter AES mode is used for encryption, while CBC-MAC is used for
authentication and integrity from in data [27].

2.3.4. Key

This protocol uses a Pair Transition Key (PTK). used to to generate keys, allowing to have more
safe keysfrom 128-bit to 256-bit keys. Only authorized persons will know the generated key, so it
allows you to provide safety to data packets [thirty].

2.3.5. Strengths

Implementation of WPAZ2 provides sufficient securitynetwork users because it uses AES encryption
to protectin data. Furthermore, CMMP encryption provides data packet header encryption, which
allows data as well as data package to to be Well protected in this is protocol. A well-known strength
of this protocol is the length in initialization vector (IV). 48-bit are dedicated to overcome the
weakness of using 24-bit technology used in previous protocols. FROM rude strength attacks, due
to in pre-shared key complexity, unpredictable and painstaking, as well as disk Application May
arise. PMK cachingand pre-authentication support reduce roaming time in streaming Applications
how video streaming as well as VolP.Roaming time reduced from 1 second to 1/10 second, which
the is a significant improvement in this is protocol. Support for PMK caching allows wireless users
tomove from one access point to another unnecessarily to re-authenticate on the previously related
access points. Preauthentication support allows in client to to be authentic to in access dot before
moving to what accesspoint and users won't realize that the process is happening, as it is very fast as
well as quick process [23].

2.3.6. Weak sides

So far, no significant deficiencies have been found in WPAZ2; However, minor weak sides exists in
this is protocol. greatest weakness in WPAZ2 is in FSK implementation. The strength of the PTC
depends on the power of the PSK. According to [29], the second message from four path handshake
in in authentication the process of this protocol exposes a dictionary and brute force attack. In
addition, there is a high processing power in this protocol. High quality hardware devicesnecessary
for security to the network.

2.3.7. Attacks/ Heals

The most common attack for WPA2 is DoS attacks, how RF jamming as well as data flood, as
nobody from in WiFisecurity protocols prevent this type of attack. These attacks act on the Layer 2
from in net, So in physical The layer will not be able to prevent these attacks. because of continuous
requests sent to the access point, access dot will No answer all requests [31].

AT adding to what in implementation from controlframes allows in attacking to discover in topology
used online. intruder can find location access point, which allows them attack more fast.
Furthermore, in use from Control Frames on the network open DoS attacks by hackers [thirty].

Bye implementation re-authentication, there is a the possibility of MAC address spoofing in this
protocol, since there is a weakness in in implementation from in re-authentication protocol.
attacking is to do successful attacks when in user moves from one access dot to other access dot.

3. Conclusion

In this article, three security protocols used in wireless networks are evaluated, as well as each
safety protocol strengths as well as weak sides are identified. Through in Information presented in
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this is paper, net administrators and security professionals can designate Most suitable wireless
protocol for a wireless network that meets their business needs. WPAZ2 protocol is in Best protocol
per WiFi safety, asthis is protocol provides several Benefits above Another protocols. One of the
key reasons for choosing WPA2 protocol is what it uses AES encryption, a reliable encryption
algorithm and approved and recognized World.
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